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he phrase “artificial intelligence” might conjure
up futuristic images of robots who become more
advanced than their human creators and end up
destroying civilization. But there is no need to
look to a dystopian future to see how artificial
intelligence (AI) could change the ways we live and work. AT is
already here, and very much a part of daily life as well as health
care. This article explains the basics of A, discusses current
and emerging uses of Al in health care, and examines some
of the legal issues that health care lawyers and providers will
encounter as they consider adopting Al

The Basics of Al Technologies

Let’s start by demystifying some terms that are commonly

used in discussions of AI. Dartmouth professor John McCarthy
first used the phrase “artificial intelligence” in 1955." Al refers
to computers systems that can perform tasks that normally
require human intelligence. There are multiple types of Al tech-
nology. One is machine learning, which refers to a “machine’s
ability to keep improving its performance without humans
having to explain exactly how to accomplish all the tasks it’s
given.”? Another is deep learning through neural networks,
which are “massively distributed computational systems that

mimic the multilayered connections of neurons in the brain.”

Industry experts predict
that the use of Al in health
care will grow exponentially
In the coming years.

Since the mid-2000s, the biggest advances in AT have been
in specific types of machine learning: perception (including
language and image recognition), and cognition/problem solv-
ing.* These types of Al are now embedded in devices that are
very familiar to consumers. Think of the language recognition
that powers virtual assistants like Apple’s Siri, Amazon’s Alexa,
and Google Assistant; the image-recognition technology used
by Facebook to recognize friends’ faces; and the AI programs
that have defeated human champions in chess (IBM’s Deep
Blue), the TV show Jeopardy (IBM’s Watson), and most recently
the ancient strategy game called Go (Google’s AlphaGo).

Uses of Al in Health Care

Industry experts predict that the use of Al in health care will
grow exponentially in the coming years. A 2015 study found
that the health care industry spent $630 million on AI technol-
ogies in 2014, and predicted that figure will balloon to more
than $6.6 billion annually by 2021.°> Here is a sampling of the
many new Al technologies that show promise in health care:

» Hospitals are exploring a wide variety of uses for virtual
assistants like Amazon’s Alexa, including speaking safety
checklists for surgeons, providing patients with information
about common illnesses and medication, allowing voice

dictation by physicians, and interacting with older adults
in their homes.®

) Virtual assistants also can provide health information and
recommendations to consumers. One example is a mobile
application available in the United Kingdom only, which makes
health recommendations based on a user’s personal history,
common medical knowledge, and reported symptoms.”

» Image-recognition software can recognize skin cancer
in photos, identify arrhythmias in EKGs, and determine
whether a nodule in a CT scan is malignant.®

» Clinical decision support software can assist human
providers. One example is IBM’s WatsonPaths, which
provides treatment recommendations for oncologists, based
upon what the program has learned from large amounts of
patient data, as well as information it pulls from reference
materials, clinical guidelines, and medical journals.’

> Health care entities can use Al to help guard against cyber-
attacks by “learning in real time what’s going on, and using
AT to recommend actions to take, even if the attack’s never
been seen before.”® Al also can detect and help prevent data
breaches by employees through behavior analysis, where “[a]
pattern of user behavior is established and any actions that
deviate from that behavior, such as logging in from a new
location or accessing a part of the system the user normally
doesn’t access are flagged.”™

) Predictive analytics can determine which patients are at risk
of hospital readmissions, falls, and health conditions that
require intervention.'?

» Al technologies can accelerate and assist the development
of drugs, biologicals, genomics, and personalized medical
treatment.

The Legal Issues Associated with Al in Health Care
The use of Al in health care raises a number of legal issues,
including the following.

1. Patient Consent and Privacy

One high-profile example of how the use of Al can create privacy
concerns is the controversial arrangement between Google’s
DeepMind and the United Kingdom’s National Health Service
(NHS). In 2015, an NHS hospital provided identifiable health
records of 1.6 million patients to DeepMind, an AI company.
DeepMind planned to use the information to develop an applica-
tion that would help NHS clinicians identify and manage acute
kidney disease. However, the hospital failed to obtain patients’
consent, or even notify them, before disclosing their health
information. The disclosure created outrage among members of
the public as well as privacy advocates. And it might have been
illegal. Under British law, express patient consent is not required
to disclose patient information for “direct care.” But the UK’s
Data Guardian concluded that that the actual purpose of the
disclosure “was for the testing of the Streams application, and not
for the provision of direct care to patients.””

In the United States, the use or disclosure of patient infor-
mation in connection with Al similarly might require patient
consent. The Health Insurance Portability and Accountability
Act (HIPAA), for example, allows the use or disclosure of
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protected health information for “treatment” without patient
authorization. But Al technologies sometimes strain tradi-
tional legal categories, such as HIPAA’s definition of treatment.
Consider a clinical decision support program like WatsonPaths,
which learns from the health information of some patients to
make recommendations for other patients. It is unclear whether
that use of patient information could meet the HIPAA defini-
tion of treatment.™

Because of the imperfect fit between new Al technologies
and laws designed in previous eras, health care entities might
decide to err on the side of caution and seek patient consent
before using identifiable patient information with AI. That
would reduce both legal risk, and the kind of negative
publicity the DeepMind-NHS deal received.

Because of the imperfect
fit between new Al technol-
ogies and laws designed in
previous eras, health care
entities might decide to
err on the side of caution
and seek patient consent
before using identifiable
patient information with Al

When it is not possible or practical to obtain patient
consent, health care entities should consider de-identifying
patient information used with AI. Emerging Al technologies
raise questions about the sufficiency of current methods of
de-identification. Even without Al, sophisticated researchers
have been able to re-identify health information using publicly
available sources.”” The risk of re-identification will be greater
with new AI technologies. As one tech lawyer wrote: “Existing
deanonymization capabilities will be super-turbo charged
once these Al applications are more accessible (which is only
a matter of time).”"® Health care entities using de-identified
patient information with AI should consider using stronger
methods of de-identification (for example, using the “expert
method” rather than the “safe harbor” method under HIPAA).”

2. FDA Regulation

The Food and Drug Administration (FDA) regulates software
that meets the definition of a “device” under the Food, Drug,
and Cosmetic Act.”® In 2016, Congress enacted the 21st Century
Cures Act (Act), which clarified the FDA’s regulatory authority
over digital health and medical devices. Digital health includes
AT systems that use machine learning or adaptive algorithms

to provide diagnostic information for patients.”

18 AHLA Connections June 2018

The Act excluded from regulation as a device certain
low-risk medical software, such as programs that encourage
a healthy lifestyle, serve as electronic patient records,
assist in displaying or storing data, or provide limited clinical
decision support.?® In December 2017, the FDA issued draft
guidance, which states that the FDA considers clinical decision
support software a “device” if it makes a treatment recommen-
dation that could not be reached independently by a physician
or other user. That would be the case, for example, where soft-
ware analyzes a patient’s laboratory results using a proprietary
algorithm or relies on data inaccessible to the user (rather than
clinical practice guidelines, for example).*!

In 2017, the FDA launched a pilot program to “pre-certify”
eligible digital health developers who demonstrate a culture of
quality and organizational excellence. Pre-certified developers
could then market certain of their devices either without addi-
tional FDA review, or with a more streamlined premarket review.?

Health care entities that are considering adopting clinical
decision support software or similar programs should deter-
mine whether the software requires and has received FDA
approval. Many technology developers are not familiar with the
unique legal landscape in health care, including the scope of
FDA regulation. Indeed, after the public outcry about its receipt
of millions of identifiable patient records, DeepMind noted in
a public statement that one contributing factor was its lack of

familiarity with the complex legal requirements in health care.”

3. Fraud and Abuse

As companies develop and test new Al technologies, they
commonly offer the technologies to health care providers for
pilot testing, research, or analysis, often at a reduced cost. This
can implicate the Stark Law (Stark), Anti-Kickback Statute
(AKS), or related state fraud and abuse laws, in particular if
the services that these technologies support are reimbursed
by Medicaid or Medicare.** Such arrangements should be
carefully structured to eliminate or minimize any such legal
risks, such as by ensuring that any payment received is for
bona fide services, and that the arrangement falls within a
Stark exception or AKS safe harbor.

4. Liability Issues

Just as the widespread adoption of electronic health records
(EHRs) has affected the standard of care for health care
providers, the use of AI technologies such as WatsonPaths
might become a required part of medical decision making.

For example, in a recent case involving a patient whose doctor
failed to diagnose his prostate cancer in time for it to be cured,
the court held that the physician violated the standard of care
by failing to review the patient’s past visit notes that were avail-
able in the patient’s EHR—and that would have elucidated the
nature of his problem.?* As another example, drug-drug and
drug-allergy interaction checks have come into common use as
EHR systems have become widespread.? As a result, physicians
who fail to screen and monitor for those harmful interactions
may now face potential exposure to liability for negligence.
Similarly, when Al is fully integrated into the health care
system, use of AI might be considered the duty of a reasonably
prudent practitioner, and consequently, the failure to use Alin
diagnosing and treating a patient could expose providers to
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malpractice claims. To minimize this potential liability, health
care organizations that implement AI should develop policies
to guide and standardize its use within the organization.

Typically, software and digital technology are licensed to
a health care organization by the vendor who manufactures
the technology.”” These license agreements commonly include
disclaimers of warranties with regards to the software’s perfor-
mance and its defects, and, if they include indemnification, strin-
gent limitations of liability.?® Health care lawyers should require
terms in the license agreements that allocate appropriate liability
among the parties, particularly when use of the software could
result in harm to patients. Contract provisions also should address
other potential risks, such as cybersecurity and data breaches.

In addition to contractual protections, the courts may be
more willing to impose liability on AI product manufacturers.”
For example, a class action was recently filed against eClinical
Works, an EHR vendor, for $1 billion for breach of fiduciary
duty and gross negligence following claims that an individual
died of cancer due to faulty EHRs.* Health care lawyers should
consider keeping up to date on these litigation trends.

Due diligence with AI vendors is another way to reduce
potential liability. It is important to do adequate research
regarding the specific Al technology, as well as the developer.
Health care entities that are considering adopting an AI
technology should ask the vendor for:

» Evidence of FDA approval, if applicable;

» Information about any actual or potential lawsuits or claims
relating to either the specific technology at issue, or any
other technology of the same vendor;

» Information about recent security incidents or breaches;
) The vendor’s security risk analysis related to the AI technology;

»» Names and contact information for other customers of
the same technology, and different technologies from the
same vendor;

» Evidence that the vendor has all rights and licenses neces-
sary to provide the technology, as well as to provide any
other necessary services.

Other key pieces of information are any industry or

peer reviews of the technology; the algorithms used by the
technology, if the vendor will share them; and the data sources
on which the technology relies.

5. Insurance Coverage

It is important to confirm that the organization has insurance
that would cover the risks associated with use of a poten-

tial new AT technologies and software, which might include
personal injury and wrongful death.

6. Discrimination and Meaningful Access

This is a potential area of concern for Al technologies that
interact with patients, such as virtual assistants or online
chatbots. There have been a number of recent lawsuits against
hospitals alleging that the methods they use to communicate
with deaf patients were discriminatory.”® Organizations that
use Al technologies to interact with patients might be required
to provide alternatives for patients who are not proficient in
English, have a disability that prevents them from using the

Health care lawyers
should require terms

In the license agreements
that allocate appropriate
liability among the parties,
particularly when use of
the software could result
in harm to patients.

technology, or do not have ready access to a computer or other
necessary technology. Health care lawyers should assess inter-
active Al technologies’ compliance with the Americans with
Disabilities Act,*? Section 504 of the federal Rehabilitation Act,*
Section 1557 of the Affordable Care Act,* and similar state laws.

7. Security Risk Analysis

The HIPA A Security Rule requires covered entities and business
associates to update their security risk analysis “in response to
environmental or operational changes affecting the security of
electronic protected health information[.]”* Health care entities
that start using a new or different AI technology should consider
the appropriate updates to their risk analysis.

Conclusion

Alis already a part of daily life, and has made its way into health
care as well. The technologies have the potential for dramatic
improvements in the delivery of health care. But they also
present potential risks that attorneys will need to help manage. @
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