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Health IT and Patient Safety: A Paradigm Shift to 
Shared Responsibility

Elisabeth Belmont

In 2003, I co-authored an article with Adele A. Waller, The Role of Information 
Technology in Reducing Medical Errors.1 We explored the role that information 
technology (IT) could play in reducing medical errors in the wake of the 
Institute of Medicine (IOM) Report, Crossing the Quality Chasm: A New 
System for the 21st Century.2 While health IT has been demonstrated to 
improve the efficacy of patient care, it also can introduce new risks and 
potential sources of harm into the health care delivery system, particularly as 
technology continues to evolve. The importance of minimizing health IT-
related safety events has been recognized by regulatory agencies,3 accrediting 
organizations,4 the National Quality Forum,5 in patient safety-related best 

1 Elisabeth Belmont & Adele A. Waller, The Role of Information Technology in Reducing Medical  
Errors, J. Health L. 615 (Fall 2003).

2 Inst. of Med., Crossing the Quality Chasm: A New Health System for the 21st Century (Nat’l 
Acads. Press 2001), available at www.nap.edu/read/10027/chapter/1.

3 See 42 C.F.R. § 482.12(a)(5) (The governing body must ensure that the medical staff is account-
able to the governing body for the quality of care provided to patients.).

4 See The Joint Comm’n, Sentinel Event Alert: Safely Implementing Health Infor-
mation and Converging Technologies (2008), available at www.jointcommission.org/
assets/1/18/SEA_42.pdf. See also The Joint Comm’n, Sentinel Event Alert: Safe Use 
of Health Information Technology (2015) available at www.jointcommission.org/as-
sets/1/18/SEA_54.pdf.

5 See, e.g., Nat’l Quality Forum, Identification and Prioritization of Health IT Pa-
tient Safety Measures 13 (2016), available at www.qualityforum.org/Publications/2016/02/Iden-
tification_and_Prioritization_of_HIT_Patient_Safety_Measures.aspx [hereinafter Identification 
and Prioritization of Health IT Patient Safety Measures].
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practices,6 and in additional IOM recommendations.7 The 2012 IOM Report, 
Health IT and Patient Safety: Building Safer Systems for Better Care, concluded 
that ensuring health IT is used safely to improve patient care is a shared 
responsibility among many stakeholders, including provider organizations and 
their practitioners and IT professionals; health IT developers and vendors; and 
public and private agencies that focus on quality of care.8 

This Brief Insight advocates for shared responsibility in the design, imple-
mentation, and use of health IT among involved stakeholders through contrac-
tual allocation of responsibility to ensure that the party who has the most 
control over the factors giving rise to a particular health IT patient safety risk 
takes appropriate steps to prevent and mitigate the risk, with corresponding 
liability for damages apportioned accordingly. 

6 See, e.g., The Office of the Nat’l Coordinator for Health Info. Tech., Safety Assur-
ance Factors for EHR Resilience, Self-Assessment: Organizational Responsibilities 
(2016), available at www.healthit.gov/safer/sites/safer/files/guides/safer_organizational_ 
responsibilities.pdf; The Office of the Nat’l Coordinator for Health Info. Tech., EHR 
Contracts Untangled: Selecting Wisely, Negotiating Terms, and Understanding 
the Fine Print (2016), available at www.healthit.gov/sites/default/files/EHR_Contracts_ 
Untangled.pdf. See also guidance of the National Institute of Standards and Technology (NIST) 
available at www.nist.gov. See also Identification and Prioritization of Health IT 
Patient Safety Measures. The National Quality Forum Committee reviewed a set of health 
IT safety-related measure concepts developed specifically for consideration in a shared risk 
environment and incorporated aspects of these concepts into their recommendations.

7 See IOM (Inst. of Med.), Comm. on Patient Safety & Health Info. Tech., Bd. on Health 
Care Servs., Health IT and Patient Safety: Building Safer Systems for Better Care 
(Nat’l Acads. Press 2011), available at www.nap.edu/read/13269/chapter/1 [hereinafter Health 
IT and Patient Safety: Building Safer Systems for Better Care].

8 See id. at 111. The concept of shared responsibility also appears in the IOM report on Improv-
ing Diagnosis in Health Care, which recommended “the Secretary of HHS should establish a 
mechanism for both vendors and users to report health IT-related deaths, serious injuries, or 
unsafe conditions.” See Nat’l Acads. of Scis., Eng’g, & Med., Improving Diagnosis in Health Care, 
Recommendation 7 (Nat’l Acads. Press 2015).

http://www.healthlawyers.org/JHLSL
https://www.healthit.gov/safer/sites/safer/files/guides/safer_organizational_responsibilities.pdf
https://www.healthit.gov/safer/sites/safer/files/guides/safer_organizational_responsibilities.pdf
https://www.healthit.gov/sites/default/files/EHR_Contracts_Untangled.pdf
https://www.healthit.gov/sites/default/files/EHR_Contracts_Untangled.pdf
http://www.nist.gov
https://www.nap.edu/read/13269/chapter/1


Journal of Health     Life Sciences Law—Vol. 10, No. 3 &112

Brief Insight

Health IT-Related Safety Events
Myriad risks to patient safety may be associated with the design, implementa-
tion, and use of health IT.9 A health IT-related safety event, referred to by some 
commentators as e-iatrogenesis, has been defined as “patient harm caused at 
least in part by the application of health information technology.”10 Eminent 
health IT researchers Sittig and Singh have described health IT-related patient 
safety errors as occurring “anytime the [health IT] system is unavailable for 
use, malfunctions during use, is used incorrectly, or when [health IT] interacts 
with another system component incorrectly, resulting in data being lost or 
incorrectly entered, displayed, or transmitted.”11 Various factors across the 
spectrum of design, implementation, and use of health IT systems contribute 
to safety hazards and conditions that may induce or facilitate errors.12 

The National Quality Forum (NQF) report on the Identification and 
Prioritization of Health IT Patient Safety Measures noted that health IT-related 
errors often initially manifest as medication errors, wrong site surgeries, or 
delays in treatment, being reclassified as health IT errors at a later time.13 The 
NQF Report further indicates that root cause investigation and analysis often 
is required to understand fully a health IT-related event, and that many 

9 See Dean F. Sittig & Hardeep Singh, Defining Health Information Technology-Related Errors: 
New Developments Since To Err Is Human, 171 Archives Internal Med. 1281 (2011) [here-
inafter Defining Health Information Technology-Related Errors: New Developments Since To Err 
Is Human]; Farah Magrabi et al., Patient Safety Problems Associated with Heathcare Informa-
tion Technology: An Analysis of Adverse Events Reported to the US Food and Drug Administra-
tion, AMIA Ann. Symp. Proc. 853 (2011), available at www.ncbi.nlm.nih.gov/pmc/articles/
PMC3243129/pdf/0853_amia_2011_proc.pdf.

10 See Jonathan P. Weiner et al., “e-iatrogenesis”: The Most Critical Unintended Consequence of 
CPOE and Other HIT, 14 J. Am. Med. Informatics Ass’n 387, 387 (2007), available at  
www.ncbi.nlm.nih.gov/pmc/articles/PMC2244888/pdf/387.S1067502707000552.main.pdf.

11 See Defining Health Information Technology-Related Errors: New Developments Since To Err Is 
Human.

12 See Dean F. Sittig & Hardeep Singh, Electronic Health Records and National Patient-Safety Goals, 
367 New Eng. J. Med. 1854 (2012) [hereinafter Electronic Health Records and National Patient-
Safety Goals]; Derek W. Meeks et al., Exploring the Sociotechnical Intersection of Patient Safety 
and Electronic Health Record Implementation, 21 J. Am. Med. Informatics Ass’n e28 (2014); 
Health IT and Patient Safety: Building Safer Systems for Better Care.

13 See Identification and Prioritization of Health IT Patient Safety Measures, at 13.
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providers do not have the requisite expertise (e.g., informatics, human 
factors, ergonomics) to correctly identify such errors.14

Sittig and colleagues have developed a categorization of health IT-related 
safety events:

1.  The health IT fails during use or does not work as designed. In other 
words, the safety concern is directly attributable to the health IT;

2.  The health IT works as designed, but the design does not meet 
user needs or expectations (i.e., poor design). The health IT is a 
contributing factor to the safety concern;

3.  The health IT is well-designed and works correctly, but was not 
configured, implemented, or used in a manner anticipated by 
system designers and developers. Such events are related to use of 
health IT, rather than the health IT itself, and may be referred to as 
configuration errors, “workarounds,” or incorrect usage;

4.  The health IT works as designed and was configured and used 
correctly, but interacts with external systems (e.g., via hardware or 
software interfaces) such that data were lost or incorrectly trans-
mitted or displayed. Certain of these events may be inevitable due 
to the interactive complexity of tightly coupled systems and often 
are referred to as health IT system interface safety concerns; and

5.  Specific health IT safety features or functions were not imple-
mented or not available.15

The authors suggest that these categories could form the basis for a nationwide 
health IT-related patient safety surveillance system that could be incorporated 
into the AHRQ Common Formats for Patient Safety Reporting.16 

14 Id.
15 See Dean F. Sittig, Patient Safety Goals for the Proposed Federal Health Information Technol-

ogy Safety Center, 22 J. Am. Med. Informatics Ass’n 472 (2015).
16 See Patient safety organization (PSO) program common formats, Agency for Healthcare Re-

search & Quality (AHRQ), www.pso.ahrq.gov/common (last visited Mar. 26, 2017); Electronic 
Health Records and National Patient-Safety Goals. Established by the Patient Safety and Quality 
Improvement Act of 2005, the Common Formats for Patient Safety Reporting is a program 
administered by the Agency for Healthcare Research and Quality (AHRQ) to enable reporting of 
patient safety events, hazards, and near-misses in standardized formats and with confidentiality 
protections.

http://www.healthlawyers.org/JHLSL
https://www.pso.ahrq.gov/common


Journal of Health     Life Sciences Law—Vol. 10, No. 3 &114

Brief Insight

Sittig and Singh also have proposed a three-phase approach for the develop-
ment of EHR-specific patient safety goals.17 This formed the basis for the Office 
of the National Coordinator for Health Information Technology of the Depart-
ment of Health and Human Service’s SAFER Guides for EHRs,18 and subse-
quently served as the underpinning for the Health IT Safety (HITS) frame-
work, a methodology to provide a conceptual foundation for health IT-related 
patient safety measurement, monitoring, and improvement.19 Sittig and Singh’s 
proposed model is instructive with respect to the safety and safe use of health 
IT. An overview of this model includes the following “domains”: 

•  Domain 1: Safe health IT addresses concerns unique to EHR technol-
ogy, including data integrity, data confidentiality, data availability, and 
information transfer; 

•  Domain 2: Using health IT safely addresses concerns arising from 
failure to use EHRs appropriately (e.g., alert fatigue and override) and 
from unsafe changes in workflow triggered by health IT (e.g., work-
arounds); and 

•  Domain 3: Using health IT to improve safety addresses efforts to opti-
mize the use of EHRs to improve quality and safety and to proactively 
monitor and report on the safety and safe use of EHRs.20

The authors further opine that the three domains of health IT safety could be 
used as a framework for measurement and benchmarking of health IT-related 
safety performance.21 The adoption of the framework proposed by Sittig and 
Singh serves to facilitate stakeholder understanding of the incidence and 
nature of health IT-related errors as well as the causes of these errors and 
interventions to improve health IT safety. 

17 See Electronic Health Records and National Patient-Safety Goals. 
18 See SAFER Guides, HealthIT.gov., www.healthit.gov/safer/safer-guides (last visited Mar. 26, 

2017).
19 See Hardeep Singh & Dean F. Sittig, Measuring and Improving Patient Safety Through Health 

Information Technology: The Health IT Safety Framework, 0 BMJ Quality & Safety Online 
First 1 (2016), available at http://qualitysafety.bmj.com/content/qhc/early/2015/09/13/bm-
jqs-2015-004486.full.pdf. 

20 See Electronic Health Records and National Patient-Safety Goals.
21 Id.
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Ensuring Safe Implementation and Use of Health IT
Health IT typically is deployed with other third-party hardware and software 
and interacts in complex ways with clinicians and workflow processes within 
the local environment. Consequently, the safe use of health IT is affected by the 
following factors: (i) the design, development, and configuration of hardware 
and software components; (ii) the manner in which these components are 
implemented and used; and (iii) the extent to which effective processes are in 
place to monitor and improve the use of the health IT and associated 
outcomes.

Health IT developers and vendors typically use standard form agreements 
where the terms and conditions are prepared by the developer or vendor and 
the health care organization has limited ability to negotiate more favorable 
provisions. Historically, health IT developers and vendors have shifted respon-
sibility for the safety of health IT to the purchasers of hardware and software 
through the inclusion of indemnity and limitation of liability provisions in 
these form agreements. Such agreements, however, should fairly allocate 
responsibility for acts and omissions to the party who is primarily responsible 
for the conduct that leads to the acts or omissions and resulting damages. The 
party who has the most control over the factors giving rise to a health IT 
patient safety risk is in the best position to prevent and mitigate such a risk. 

Thus, to promote the safe use of health IT and fairly allocate accountability 
for minimizing the associated risks, developer and vendor agreements should 
clearly identify responsibilities within the control of each party:
Responsibilities of Health Care Organization: 

1.  Defining and documenting the roles and responsibilities of the health 
IT developer or vendor and the health care organization (along with 
administrative and clinical personnel) toward ensuring the safe 
design, implementation, and use of the health IT, including ongoing 
maintenance, upgrades, performance monitoring, and optimization; 

2.  Ensuring adequate education and training of organizational users; 
appropriate resourcing; customization; and use of health IT in accor-
dance with risk assessment, developer or vendor recommendations, 
and applicable institutional policies; and 

http://www.healthlawyers.org/JHLSL
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3.  Conducting risk assessments to optimize the safety and safe use of 
health IT in the areas of system configuration, system interfaces, 
patient identification, EHR and computerized provider order entry 
with decision support, test results reporting and follow-up, internet-
enabled medical devices, clinician communication, and contingency 
planning. 

Responsibilities of Health IT Developer or Vendor:
1.  Maintaining appropriate internal controls and processes to ensure the 

quality and safety of the information technology hardware, software, 
and related upgrades;

2.  Cooperating with and assisting in the investigation of technology-
related deaths, serious injuries, or unsafe conditions, including 
reasonable cooperation with obligations to report health IT safety 
issues to government agencies, where applicable;

3.  Sharing real-time comparative user experiences and notifying the 
health care organization in a timely manner whenever the devel-
oper or vendor identifies or becomes aware of software deficiencies, 
hardware defects, implementation errors, poor design or usability, 
misinterpreted user-technology interfaces, or other causes that could 
potentially affect patient safety, as well as providing prompt solutions 
for identified patient safety issues (e.g., workflow guidance, features 
that should not be used, software updates);

4.  Permitting the use of developer or vendor product information in 
research studies for peer reviewed journals (e.g., screen shots) to facili-
tate learning health care systems; and

5.  If the health IT is cloud-based, providing a copy of the developer’s 
or vendor’s disaster recovery plan to the health care organization, 
agreeing to perform disaster recovery testing involving one or more 
of the organization’s facilities, sharing the results of such testing, and 
promptly advising the organization of any changes in its disaster 
recovery plan.

http://www.healthlawyers.org/JHLSL
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Ensuring Secure Implementation and Use of Health IT
Because health IT operates in a climate of rapidly increasing security and 
cybersecurity threats, the safe design, implementation, and use of health IT 
requires maintaining the security of protected health information (PHI) and 
the networks on which PHI is stored and accessed. The Health Information 
Technology for Economic and Clinical Health (HITECH) Act22 requires that 
business associates comply with the HIPAA Security Rule provisions that 
mandate implementation of administrative, physical, and technical safeguards 
(including designation of a security official) for electronic protected health 
information (e-PHI), as well as development and enforcement of related 
policies, procedures, and documentation standards.23 Agreements between 
health care organizations and health IT vendors should set forth the obliga-
tions of the health IT vendor to comply with the requirements of the HIPAA 
Security Rule.

Sound security practices require a continual assessment of evolving risks, 
technology, and relevant issues related to information security for both health 
care providers and health IT vendors. For example, Congress, in enacting the 
Cybersecurity Information Sharing Act of 2015 (CISA),24 recognized that the 
health care sector could benefit from more widespread and comprehensive 
sharing of identified cyber security threats and created many new initiatives to 
foster the sharing of such information. Health IT vendors that manage data on 
behalf of health care provider organization customers will need to participate 
in those efforts to improve overall health care system security.25 In addition to 
HIPAA Security Rule requirements, health care providers may wish to con-
sider imposing the following additional contractual obligations on health IT 
developers or vendors to more fairly allocate responsibility for ensuring the 
secure implementation and use of health IT in this dynamic collaborative 
environment: 

22 See 42 U.S.C. § 17921.
23 See id. § 17931(a); 45 C.F.R. §§ 164.308, .310, .312 and .316.
24 See Cybersecurity Information Sharing Act of 2015, S Res. 754, 114th Cong. (2015) (enacted), 

available at www.congress.gov/bill/114th-congress/senate-bill/754/text.
25 Id. § 405(c).
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•  completing a security assessment questionnaire;
•  obtaining an independent third-party security audit and sharing the 

results on an annual basis or more frequently in the event of a security 
breach;

•  complying with the health care organization’s information security 
program, including all required network and systems security, system 
and application controls as may be updated from time to time, includ-
ing documented policies, standards, and operational practices that 
meet or exceed current industry standards (e.g., NIST Common 
Framework);

•  employing encryption methodology and secure data destruction prac-
tices; and

•  adhering to all applicable federal and state data security laws and regu-
lations such as CISA’s sharing of threats. 

The Path Toward Shared Responsibility for Ensuring Safe and 
Secure Health IT
Given the complexity of health IT and the interconnected relationship among 
hardware, software, the local environment, and providers, it is vital for stake-
holders to share responsibility for the quality and safety of health IT.26 This 
responsibility should not fall disproportionately on one stakeholder, but rather 
should be shared through contractual allocation of responsibility and corre-
sponding liability among those stakeholders that are in the best position to 
prevent and mitigate a particular patient safety risk—and thereby control the 
unintended consequences of health IT. Assigning complete responsibility for 
performance to either a developer’s or vendor’s technology or to a health care 

26 For example, the NQF Committee suggested that accountability for patient identification could 
be shared across all stakeholders, including vendors, health care organizations, clinicians, and 
even patients. Committee members did caution that patient accountability would need to be 
framed and implemented carefully, with consideration that patients are often ill and vulnerable. 
Identification and Prioritization of Health IT Patient Safety Measures, at 20.
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organization’s implementation or use of that technology is inappropriate, 
because overall performance is based on their combined actions. A carefully 
drafted agreement can serve to minimize these risks by assigning appropriate 
roles and responsibilities to ensure the safe and secure design, implementation, 
and use of health IT. The agreement should contain obligations consistent with 
evolving standards on quality and risk management of both clinical health IT 
systems and networks.27 When risk is allocated among all stakeholders, the use 
of health IT can be optimized to deliver safer and more effective care. J

27 See IEC 80001-1:2010(en): Application of Risk Management for IT-Networks Incorporating Medi-
cal Devices–Part 1: Roles, Responsibilities and Activities, ISO, www.iso.org/standard/44863.html 
(last visited Mar. 27, 2017), which embraces the concept of a “Responsibility Agreement.” Other 
related and relevant standards include ISO 31000 (Risk management), IEC 14971 (Medical 
device risk management), ISO 62304 (Software risk management) and IEC 27005 (IT security 
risk management). Standards-based guidance is being developed specifically to address risk 
management of clinical health IT software systems, including health management health IT, not 
regulated by the Food and Drug Administration. See AAMI, Summary: AAMI Proposal for 
Development of a Risk Management Process Standard(s) for Patient Safety with 
Health IT (2014), available at http://healthit.gov/facas/sites/faca/files/IUSWG_AAMI_Pro-
posal_Package_2014-12-12.pdf.

http://www.healthlawyers.org/JHLSL
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