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The COVID-19 pandemic, which has generated a surge in telehealth and introduced
the concept of contact tracing into our daily lives, is likely to expose businesses and
governments to an increased risk of data privacy and data breach class actions
related to health and other personal data.

This article discusses potential economic approaches and challenges to valuing, in
class action settings, alleged unconsented use or misappropriation of health and
other private data generated during this health crisis.

Class Actions Related to Health Data Privacy and Data Breaches Are Expected to
Rise During COVID-19

The spike in the use of telehealth has been one of the dramatic changes in health
care delivery since the beginning of the COVID-19 pandemic. Telehealth includes,
among others, the practice of doctors caring for patients remotely through the use
of tools such as teleconferencing and videoconferencing.

The ability to receive care without having to travel to health care facilities has
increased the appeal of telehealth, including telemedicine visits, for many patients
during the pandemic. According to an April study, there is a strong correlation
between the U.S. population's interest in telehealth and the number of COVID-19
cases.[1]
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Similarly, an analysis published by the Commonwealth Fund shows that the share of
physician visits conducted via telehealth was practically nonexistent in the first two
months of 2020 and rose to nearly 14% by mid-April, as shown below.[2]
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To facilitate the expansion of telehealth during the pandemic, in March the Office for Civil Rights at
the U.S. Department of Health and Human Services lifted certain privacy and security compliance
penalties and enforcement actions against providers, allowing them to use audio or video
communication technologies, such as Facebook Messenger video chat, Google Hangouts video, Zoom
and Skype, to provide remote health care services.[3]

Given the sensitive nature of the data exchanged during telehealth visits and stored by telehealth
providers, the use of such communication technologies raises concerns about susceptibility of health
and other personal data to unauthorized disclosures, uses, or misappropriation by unauthorized third
parties, such as hackers.

These privacy and security concerns also extend to devices patients use to communicate and exchange
data with their telehealth providers, including smartphones, tablets and computers as well as in-home
patient monitors or other remote-care devices. Unauthorized third parties may obtain personal
information, including health data and payment information, or infiltrate the larger networks of patient
data in the event they are able to gain access to these connected devices.[4]

Contact tracing is another change facilitated by the pandemic that has led to an increase in exchange of
personal data among individuals, companies and governments. Contact tracing is a public health
management tool and involves identifying and monitoring individuals who had contact with infected
individuals and notifying them of their potential exposure. While there is no compulsory digital COVID-
19 contact tracing program in the U.S., multiple voluntary mobile apps developed by private companies
exist.[5]



With contact tracing initiatives, the COVID-19 status and geolocation of individuals are collected, stored
and also sometimes shared with various entities, raising data privacy and data breach concerns.[6] For
example, geolocation data collected from smartphones with contact tracing apps may be used in
isolation or in combination with other data to uncover a variety of information about individuals,
including their routine activities (e.g., medical intake), interests (e.g., gym membership) and affiliations
(e.g., religious affiliation).

Beyond concerns about public disclosure of this personal information, there are also concerns that
hackers can create fake contact tracing apps, or send fake messages pretending to be contact tracers to
initiate a malware attack or a phishing scam to extract credit card and other personal data.[7]

Accordingly, such changes instituted during the pandemic with regard to health care delivery and public
health management are expected to increase class action litigation related to data privacy and data
breaches in the health care industry.

Potential Economic Approaches and Challenges to Valuing Alleged Misuse or Misappropriation of
Personal Data

Broadly, there are two types of consumer class actions related to personal data: (1) data privacy class
actions where the data at issue was allegedly misused by the parties that received the data, and (2) data
breach class actions where the data at issue was exposed and improperly accessed by unrelated third
parties.

An example of the former is a federal lawsuit filed in 2018 against CVS Health Corp. due to its alleged
exposure of the personal health information of over 6,000 individuals via clear-windowed mailings
revealing their names, addresses and HIV status.[8] An example of the latter involves lawsuits

against Anthem Inc. following a data breach incident that allegedly exposed personal data on 80 million
individuals, including names, birth dates, medical identification numbers and social security numbers.[9]

In data privacy class actions, damages pursued are often based on alleged loss of intrinsic value of
privacy and alleged unjust enrichment of the party that has misused the data. In data breach class
actions, on the other hand, damages pursued are often based on actual fraud costs, future risk of
identity theft and identity theft monitoring and prevention costs.[10] The economic approaches related
to these theories of harm for telehealth, contact tracing and other personal data are discussed next.

Loss of Intrinsic Value of Privacy

This theory is traditionally built on the premise that keeping information private has a uniform economic
value that is common to all individuals (e.g., a societal value), and unauthorized access to this
information by a third party would result in the loss of that value.[11] Such a common, uniform value to
privacy implies that the alleged injury is not specific to the individual or the infringing party, rendering
an identical quantum of damages for each putative class member, regardless of their individual
circumstances.

For example, under this theory, unauthorized use of geolocation or health data exchanged as part of
COVID-19 contact tracing initiatives would generate the same amount of damages for each putative

class member regardless of the extent of information provided by a given individual.

Similarly, unauthorized use of geolocation data accessed by means unrelated to the alleged misconduct



would generate identical damages (e.g., damages due to unauthorized use of geolocation data would be
identical whether the data was accessed via a gaming app or via a contact tracing app).

Further, public disclosure of the at-issue information in other contexts (e.g., an infected individual
posting COVID-19 status in a public Facebook profile) is unlikely to matter under the loss of intrinsic
value of privacy theory.

Survey-based, quantitative approaches such as contingent valuation surveys and conjoint analysis have
been proposed as suitable methods to estimate invasion of privacy damages in data privacy class
actions.[12] In contingent valuation surveys, respondents are typically asked directly about their value
for the conduct at issue.

In the data privacy context, this could include questions such as "how much would you pay to protect
privacy of your data?" In conjoint analysis, respondents are typically asked to make choices from a small
set of products and services in a series of survey questions.

In the data privacy context, each product or service shown to respondents (e.g., a new online video
gaming service) would be described on the basis of the same set of features including a feature that
relates to the use or sharing of personal data (e.g., type of game, number of players, whether the service
shares players' personal data with advertisers) and a set of prices. Respondents' product choices that
involve different feature combinations and prices are then used to estimate an average value for data
privacy.

These approaches have been subject to a number of critiques.

First, both contingent valuation and conjoint analysis are stated preference methods in that they rely on
what people say or imply they will do (i.e., based on their choices in a survey setting), and not on what
they actually do.[13]

Second, in the privacy context, survey methods are subject to the so-called privacy paradox, the well-
documented discrepancy between consumers' stated preferences for privacy and their privacy-related
behaviors.[14]

Third, both methods have been shown to generate inflated values for privacy due to certain biases these
surveys are susceptible to (e.g., conjoint surveys may artificially focus survey respondents on
privacy).[15]

Further, reliably extrapolating the estimated average value of privacy beyond the survey samples (e.g.,
to the putative class as a whole) is challenging due to the extent of heterogeneity in consumers' privacy
expectations and preferences.[16]

Unjust Enrichment

An alternative theory of harm put forward in data privacy class actions is based on the allegation that
the infringing third party generated revenues and profits by using private data without authorization.
Generating reliable estimates of privacy value based on this theory requires distinguishing and isolating
the portion of the infringer's valuation, revenues or profits that is directly attributable to the alleged
misuse of private data.



This can be a challenging exercise, as numerous factors may influence a firm's valuation, revenues, and
profits. For example, determining the value to companies involved in an alleged unauthorized use of
geolocation and other private data shared with contact tracing apps would require controlling for all
factors that influence these companies' valuation, revenues and profits.

Actual Fraud Costs

In data breach class actions, one of the most commonly pursued type of damages involves actual fraud
costs. In the case of breach of payment card data, for instance, this often involves determining
fraudulent transactions and associated amounts on exposed accounts. However, because consumers
typically share the same types of data with multiple parties and because concurrent data breach
incidents have become increasingly common, it can be difficult to establish causality, or a nexus
between fraudulent activity and a particular data breach incident.

According to a 2019 industry study, for example, there were 1,473 data breaches in the U.S. in 2019
alone, and over 164 million personally identifiable records were exposed in those breaches.[17]
Similarly, a 2016 study showed that roughly 36 million U.S. adults received more than one notification of
data breach between June 2014 and June 2015 alone.[18]

Risk of Future Identity Theft

Harm arising from the risk of future identity theft is also commonly pursued in data breach class actions.
This theory of harm is based on the premise that the identity theft or other negative consequences of a
data breach may not occur immediately. As such, it is argued that individuals whose information was
breached should be compensated for the expected long-term impact of the data breach.

Historical evidence and academic literature, however, suggest that only a small number of individuals
will experience any type of identity theft as a result of a data breach incident.[19] Moreover, it is
difficult to predict who will be impacted: The probability that an individual will be subject to future
identity theft can vary across individuals based on prior incidence of identity theft, number of
companies that have access to the data at issue, and the type of data that was compromised.

Further, any methods proposed to calculate this type of damages would need to be able to isolate the
incremental risk associated with the data breach for each individual in the future.

Identity Theft Monitoring and Prevention Costs

Yet another common type of damages asserted in data breach class actions is based on what consumers
allegedly already paid or would likely pay for credit and identity theft monitoring and prevention
services. These may include a range of services such as credit freezes with credit reporting agencies,
identity theft insurance and credit monitoring services.

Since not everyone would sign up for these types of services, determining which members of a proposed
class incurred or would likely incur such costs is central to quantifying these damages. Survey methods
soliciting self-reported measures from a sample of putative class members on the costs already incurred
and the probability of signing up for credit monitoring or identity theft insurance services may be used.
The validity of these methods will in part depend on the reliability of the self-reported measures and on
the representativeness of the survey respondents.



Additionally, real-world data may provide insight about the rate at which affected individuals are likely
to sign up for credit and identity theft monitoring and prevention services. For example, many
companies in the U.S. offer free credit monitoring services to individuals whose data were potentially
exposed in a data breach incident. The share of individuals who sign up for these free services, which is
typically low, can be informative of the share of individuals who would ultimately sign up and pay a fee
for such services.
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Estimating Harm in
Invasion of Privacy and
Data Breach Disputes
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1 Introduction

Recent litigation trends in the UK and the US indicate two clear
categories of data claim: invasion of privacy cases; and data
breach cases. In the case of an invasion of privacy, a consumer’s
personal data are allegedly misused by the provider of a service
or product that collects the data. In the case of a data breach,
personal data are compromised as a result of unauthorised third
parties accessing the data.

This chapter provides a general overview of the recent devel-
opments in the UK and the US in invasion of privacy and data
breach cases, and discusses methodologies that frequently have
been used by the plaintiffs to estimate damages.

2 Data Privacy and Data Breach Litigation:
State of Play in the UK and the US

2.1 TheUK

The common features of the recent invasion of privacy private
actions in the UK are that they: (i) targeted businesses, such
as digital platforms, which offer products that collect or use
personal data; and (ii) were filed under the UK’s representative
action regime, under which a single claimant may sue on behalf
of other individuals who share the “same interest” in the litiga-
tion, and which may be used to create an opt-out class action.!

The most significant invasion of privacy case the UK has seen
so far is Llgyd v. Google. The dispute relates to Google’s placing
of “tracking cookies on the Apple Safari browser, allowing it
to gather and monetise iPhone users’ data” without the users’
consent.” An opt-out representative action was filed against
Google in 2017. The UK High Court dismissed the case in 2018,
ruling that the case could not be brought as an opt-out class
action through the representative action mechanism, but the
judgment was reversed by the UK Court of Appeal a year later.?
Following the hearing in April 2021, the UK Supreme Court is
yet to issue its decision, which is anticipated to be a “watershed
moment” for privacy and data protection litigation.*

Additional examples of invasion of privacy representative
actions in the UK include Rumbul v. Oracle, where plaintiffs alleged
that Oracle and Salesforce collected personal data of online users
and auctioned the data off to third parties without proper consent
from the users.’ In Elisabeth v. Experian Limited, Experian PLC, a
credit reference agency, was alleged to build profiles of consumers
as part of its direct marketing services and sell these data to third
parties (such as commercial organisations, charities and polit-
ical parties) without individuals’ knowledge.® Similartly, in Carpio
v. Facebook, plaintiffs alleged that Facebook allowed third parties

Class & Group Actions 2022

‘A&r‘ Vivek Mani

Chapter 4

Vildan Altuglu W Vikram Kumar

m‘bﬁ

‘ Sinan Corus

such as Cambridge Analytica to access and process Facebook
users’ personal information without their consent or knowledge.”*

In data breach cases, group litigation orders, which require
claimants to identify themselves and sign up for the litigation
before the judgment stage, were more common.” These lawsuits
involved a variety of businesses that were alleged to have exposed
a wide spectrum of personal data. Recent examples include: liti-
gation against British Airways as a result of a cyber-attack alleg-
edly exposing personal and financial data, including names,
addresses and payment-card details of more than 400,000
customers;"” litigation against EasyJet for allegedly exposing the
email addresses and travel details of nine million customers;"
and litigation against Virgin Media for allegedly exposing names,
email addresses, phone numbers and other personal information
of one million customers."

2.2 TheUs

Similar to the UK, recent invasion of privacy cases in the US have
involved businesses with access to personal data. For example, in
Brown v. Google, plaintiffs alleged that Google tracked and collected
web browsing data of its users, even under the private browsing
mode that should have prevented the tracking of browser informa-
tion.”® In Facebook Inc. Consumer Privacy User Profile 1.itigation, plain-
tiffs claimed that Facebook had harvested and sold user content
and information (such as non-public facts about Facebook users or
their activities) to third parties, without prior consent. According
to plaintiffs, this allowed third parties to engage in psychographic
marketing by allowing them to “personally and psychologically
target Facebook users” more precisely. In Vizio Inc. Consumer
Privacy Litigation, plaintiffs alleged that Vizio collected data on
viewing habits, use of online services, and other personal data such
as IP addresses and zip codes, and shared this information with
third parties without “adequately” disclosing it to users."

Recently, there have been several significant data breach cases
in the US. For example, in Marriott International Inc. Data Breach
Litigation, plaintiffs alleged that hackers stole the personal and
financial information of over 500 million guests. The allegedly
exposed information included names, mailing addresses, phone
numbers, email addresses, birth dates, passport numbers and
payment-card information." In Yahoo! Inc. Customer Data Security
Breach Litigation, plaintiffs claimed that between 2012 and 2014,
the personal information of more than three billion Yahoo! email
account holders were exposed in a series of data breaches. This
included private information contained in users’ emails, calen-
dars and contacts."” Settlement information is publicly available
for some data breach consumer class actions in the US. Table
1 provides class size and settlement amount information for a
selected group of high-profile consumer class actions in the US
over the last three years.
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Estimating Harm in Invasion of Privacy and Data Breach Disputes

Table 1
High-Profile Data Breach Consumer Class Action Settlements in the US
2018-2021
Settlement
Class Action Settlement Value! | Class Size | Value Per Class
Member
1 Equifax Inc. Customer Data Security Breach Litigation $380,500,000 147,000,000 $2.59
2| Yahoo! Inc. Customer Data Security Breach Litigation $117,500,000 194,000,000 $0.61
3 | Anthem Inc. Data Breach Litigation $115,000,000 79,150,325 $1.45
4 | Premera Blue Cross Customer Data Security Breach Litigation $32,000,000 8,855,764 $3.61
5 | Experian Data Breach Litigation® $22,000,000 14,931,074 $1.47
6 | Banner Health Data Breach Litigation $8,930,000 2,900,000 $3.08
7 | 21 Century Oncology Customer Data Security Breach Litigation?! $7,850,000 2,157,016 $3.64
8 | Sonic Corp. Customer Data Security Breach $4,325,000 1,500,000 $2.88
9 | Community Health Systems Inc. $4,000,000 6,081,189 $0.66
10 | Medical Informatics Engineering Inc. Customer Data Security $3,750,000 3,900,000 $0.96
Breach Litigation!"!
11 | Morrow et al. v. Quest Diagnostics Inc. $195,000 34,000 $5.74

Sources

m Law3060; Lex Machina; Yahoo Docket Nos. 366-1, 369-2,
414, 497; Yahoo Settlement Notice; Equifax Docket Nos.
374,956, 1029; Equifax Breach Notice; Equifax Settlement
Notice; Anthem Docket Nos. 714-3, 869-8, 916-3, 1046,
1049; Anthem Settlement Notice; Home Depot Docket
Nos. 93, 181, 181-2, 260, 261; Home Depot Settlement
Notice; Premera Docket Nos. 44, 273-1, 281, 311, 312,
313; Premera Breach Notice; Premera Settlement Notice;
Experian Docket Nos. 151, 285, 322, 329; Experian Breach
Notice; Experian Settlement Notice; Banner Docket Nos.
115, 182, 198; 21* Century Oncology Docket Nos. 191,
242,253, 256, 269; 21* Century Oncology Breach Notice;
21* Century Oncology Settlement Notice; Sonic Docket
Nos.114, 174; Sony Docket Nos. 128, 190-2, 193, 211; CHS
Docket Nos. 54-1, 196, 198-1, 202, 212, 221; MIE Docket
Nos. 65, 175-1, 188, 192; MIE Settlement Notice; and
Morrow Docket Nos. 1-1, 116, 126.

Notes

[1]  Settlement value is inclusive of all relief to class members
and other items such as service payments, attorneys’ fees,
and settlement administration costs. It does not include

As shown in Table 1, settlement values varied substantially and
ranged from $381 million (Eguifax Inc. Customer Data Security Breach
Litigation) to $195,000 (Morrow v. Quest Diagnostics Inc.). Settlement
value per class member also varied substantially, ranging from
$5.74 (Morrow v. Quest Diagnostics Inc.) to $0.61 (Yahoo! Inc. Customer
Data Security Breach Litigation).

3 Estimating Harm in Invasion of Privacy
and Data Breach Cases

Claimants in the UK sometimes argue that every class member
should receive uniform compensation because there is an “intrinsic
value” of privacy that is applicable to all affected individuals.
For example, in L/oyd v. Googgle, claimants argued that each class
member suffered a uniform harm due to losing control of his or
her personal data.”® According to the Information Commissioner,

ICLG.com

the value of mandated changes to business practices.
Settlement value reports the minimal possible settlement
value in cases where the value of the settlement is subject
to change or conditional on future developments in the
case. Figures are rounded to the nearest dollar.

[2]  Settlement value reports the value of the non-reversionary
settlement fund, which represents the minimum settle-
ment value. Total settlement value depends on the number
of claims filed. According to the Order Regarding Motion
for Final Approval, the settlement value was estimated to
increase by about $138.8 million, which makes the total
settlement value approximately equal to $160.8 million, or
an average of approximately $10.77 per class member.

[3] Settlement value reports the value of the non-rever-
sionary settlement fund, which represents the minimum
settlement value. Total settlement value depends on the
number of claims filed. According to Plaintiffs’ Motion
for Final Approval, the settlement is valued in excess of
$10.9 million, which is an average of approximately $5.05
per class member.

[4] Payments for settlement administration costs and setrvice
awards were not paid out of the settlement fund.

the intervener in the case, the “right to control one’s personal
data is of intrinsic value”, and loss of control should be acknowl-
edged as a form of damage.”” Data privacy cases in the US have
also seen arguments on the basis of an intrinsic value of privacy.
For example, in Brown v. Google, plaintiffs claimed damages partly
because Google’s tracking of web browsing activity without users’
consent “intruded upon the Plaintiffs’ solitude or seclusion” in a
manner that was “highly offensive to a reasonable person”.?”
However, assessing damages based on the intrinsic value
of privacy presents challenges from an economic perspec-
tive. The “value of privacy” has been shown to vary substan-
tially across individuals and across contexts.?’ For instance,
Smith, Milberg and Burke (19906) find that those who have been
exposed to or been the victim of misuses of their personal infor-
mation, those who have high levels of cynical distrust or para-
noia, or those who reject societal values and norms, tend to hold
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stronger concerns regarding information privacy.?

Acquisti,
Brandimarte and Loewenstein (2015) find that contextual cues,
such as the cultural environment, physical setting or behaviour
of others, can shape an individual’s attitude towards privacy.
The authors further find that individuals are likely to be uncet-
tain about their own preferences regarding privacy.

An additional challenge for assessing damages in cases
involving personal data is the so-called “privacy paradox”.
Research has found that although consumers frequently voice
concern about protecting their privacy, they willingly reveal
petsonal information in the actual marketplace.** This disparity
between consumers’ attitudes toward privacy and actual behav-
iour naturally complicates any attempt at estimating an intrinsic
value of data privacy.

Further, when assessing damages, one needs to account for
any benefit consumers may gain from incremental data sharing,
which requires a more careful assessment of the costs and bene-
fits in these cases. For example, increased access to personal
data may reduce the search costs for consumers, making it easier
to identify relevant information and allowing consumers to
make optimal purchasing decisions. Goldfarb and Tucker (2011)
find that increased access to personal data may allow better ad
targeting, allowing consumers to review more relevant content.”
According to Evans (2009), increased access to personal data
may also lower the transaction costs between merchants and
consumers, the benefits of which may be passed on to consum-
ers.” Further, increased access to personal data may foster inno-
vation. For example, according to Miller and Tucker (2017), data
sharing between medical care providers can allow patients to
access personalised medical solutions.”’

Claimants also commonly argue that it is possible to estimate
the market value of the data. For example, in Lloyd v. Google,
the claimants argued that an alternative calculation to uniform
damages would be “negotiating” damages, which would be
based on “what Google would have paid the users for use of
their data for advertising purposes”.® Similatly, in the Facebook
Inc. Consumer Privacy User Profile Litigation in the US, plaintiffs
claimed that a market for personal information exists and that
a market value for the data can be expressed in dollar terms.”
In Yaboo! Inc. Customer Data Security Breach Litigation, plaintiffs
argued that the “Dark Web”, where malicious actors are able to
exchange and monetise compromised personal data, provided a
marketplace for the breached data. Plaintiffs considered using
“Dark Web” transactions for types of data that were similar to
the breached data to assess damages.”

However, the legal market for personal data does not exist for
many types of data (e.g., social security numbers). In individual
instances where there has been some valuation of certain types of
data (e.g., web browsing activity on a device®'), these valuations
are likely to be context-dependent and difficult to generalise
by reference to other settings. Further, the “Dark Web” does
not constitute a legal market or a marketplace that individual
consumers would use to monetise their data. The data that are
exchanged in these so-called markets are unlikely to be compa-
rable to the data that were breached.”® It is also not possible to
observe the actual transaction prices in these settings, but rather
the prices at which the data were offered to potential buyers.

In addition, survey methods have been proposed to assess the
value of data in data privacy and data breach cases. For example, in
Haddad v. Bank of Hope, a consumer class action involving an alleged
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data breach incident of a bank in the US, the plaintiffs proposed
conducting a survey to assess the “economic value” to consumers
of protecting personally identifiable data.**  Similarly, in Anthem
Ine. Data Breach Litigation, plaintiffs claimed that the defendants
did not deliver the data security that was promised on their health
insurance products. The plaintiffs proposed conducting conjoint
analysis (or a conjoint survey) to estimate the “customer demand
for data security”. The estimated consumer demand would be
used to “simulate” a price indicating what consumers would have
paid for the product if the product was initially promised as deliv-
ered; that is, with low data security. Plaintiffs proposed calculating
a price premium associated with the alleged misconduct as the
difference between the actual price that was paid by consumers
and the “simulated” price.”

Conjoint analysis was developed based on the premise that
a product is the sum of its individual attributes, and attempts
to estimate consumers’ valuation (or willingness to pay) for a
specific attribute based on consumers’ preferences for the prod-
uct.”® There ate several challenges to using conjoint analysis to
assess the value of personal data.

Conjoint analysis and surveys in general are susceptible to
various well-known biases, some of which may be heightened in
the context of data privacy. In addition to the “privacy paradox”
discussed above, conjoint surveys are susceptible to “focalism
bias”, or the tendency of survey respondents to “give more
weight” to “easily observed and distinctive differences” than
they would in real life.”” As such, the selection of product attrib-
utes included in the conjoint survey can have a large impact on
the findings. Similarly, conjoint studies that do not accurately
mimic consumer decision-making in the real world have been
found to generate biased results.*

In data breach cases, plaintiffs also pursued compensa-
tion associated with the value of time they spent “mitigating
increased risk of identity theft” following the breach, as well
as compensation for credit monitoring services they required to
identify future fraud.”” However, academic research identified
substantial variation in consumers’ reactions to a data breach.
For example, according to a RAND Corporation survey, after
being notified of a data breach: (i) 22% of respondents took no
action, which would imply no time lost for these consumers; (ii)
51% of respondents reacted by “changing [theitr] password or
PIN”, which would imply non-zero but insignificant time lost;
and (iii) only 24% “closed or switched [their] bank account”,
which would imply significant time lost.*’

Similarly, there may be substantial variations among class
members in terms of credit monitoring costs (including those
members of the class who would not sign up for credit moni-
toring after being informed of the data breach incident). For
example, in the US, breached institutions typically have offered
free credit monitoring services for a specified period to indi-
viduals impacted by the breach incident. An assessment can
be made to determine the extent to which the putative class
members make use of these free services.

Based on the data, arguments can be made that at least some
individuals (e.g., those who do not avail themselves of the free
credit monitoring services) would be unlikely to sign up and pay
for credit monitoring after being informed of the data breach
incident." Further, to the extent plaintiffs actually putrchase a
credit monitoring service, the prices paid can vary based on the
features of the service.”
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PRIVACY-ENHANCING TECHNOLOGIES IN
ADTECH AND CONSUMERS’ PERCEIVED PRIVACY
VIOLATIONS

By Kinshuk Jerath & Lorenzo Michelozzi

In response to growing consumer privacy concerns and
governmental regulations, privacy-enhancing technologies
(“PETs") are being developed in the AdTech space to allow ad
targeting while limiting the flow and use of user data relative
to current practices. Will PETs succeed in alleviating consum-
ers’ privacy concerns? A recent study by Professors Kinshuk
Jerath and Klaus Miller suggests that PETs can reduce con-
sumers’ perceived privacy violations relative to current prac-
tices. The reduction, however, is small. Other practices that
do not allow the targeting of online ads based on consumer
behavior, such as contextual advertising, achieve more sub-
stantial reductions. These findings suggest that consumers’
perceived privacy violations are affected less by technical de-
tails of whether/how the data is shared and more by expec-
tations on how it is used and how individual-specific the out-
comes will be. A consumer-centric approach to developing
privacy solutions in AdTech, which more holistically considers
consumers’ perceived privacy violations, is recommended.
Consumer education on privacy-enhancing initiatives may
also help to bridge the gap between technical definitions of
privacy and consumers’ perceptions.
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INTRODUCTION

Growing privacy concerns among consumers over the use
of their data for online advertising have spurred the develop-
ment and implementation of privacy-enhancing technologies
(“PETs”).2 PETs are intended to allow advertisers to target
relevant audiences online while limiting the flow and use of
consumer data that is required to do so. While the technical
aspects of PETs have received considerable attention, little
is known about how consumers may receive them. Will PETs
succeed in alleviating privacy concerns about the collection
and use of consumer data for targeted advertising?

A recent study by Professors Kinshuk Jerath and Klaus
Miller sheds light on this question. The authors use an
online experiment to examine consumers’ perceptions of
privacy violations for current advertising practices as well
as for practices akin to certain prominent PETs being im-
plemented or developed. These PETs allow firms to target
ads to individual users based on data that does not leave
consumers’ devices and is therefore not shared with third
parties. The authors find that, relative to current practices,
these PETs can reduce consumers’ perceived privacy vio-
lations. The reduction, however, is small. Other practices
that do not target advertising based on consumer charac-
teristics or browsing histories, such as contextual advertis-
ing, reduce consumers’ perceived privacy violations more
substantially. The experimental results of Jerath and Miller
suggest that consumers’ perceived privacy violations are
affected less by whether/how the data is shared (does it
leave the device?) and more by expectations on how it is
used and how individual-specific ads can get (is the data
used to target ads effectively based on behavior?).

This article first provides an introduction to PETs and dis-
cusses some prominent examples being developed as part
of Google’s Privacy Sandbox. It then presents the findings
of the Jerath and Miller study and discusses their interpre-
tation. The article concludes by elaborating on the impli-
cations of the findings. Firms and policy-makers may want

to adopt a consumer-centric approach to PETs that more
holistically considers consumers’ perceived privacy viola-
tions and also addresses the tradeoff that consumers face
in practice between the perceived privacy costs of shar-
ing data and the benefits that arise from the provision of
advertising-funded content and services online. Consumer
education on privacy-enhancing initiatives may also help to
bridge the gap between technical definitions of privacy and
consumers’ perceptions.

02

THE EMERGENCE OF
PRIVACY-ENHANCING
TECHNOLOGIES IN RESPONSE
TO PRIVACY CONCERNS

Behavioral targeting has become the online advertising
industry’s standard for display advertising. Under behav-
ioral targeting, information about a consumer’s activity is
tracked over time and across websites and used to build
user-level profiles attempting to understand the consum-
er’s demographic characteristics (e.g. gender, age group,
location) and interests (e.g. travel, fitness, sport). Con-
sumers’ characteristics and interests can then be used
to target the ads that consumers encounter as they con-
sume online content and services. Targeted ads have been
shown to be more effective than untargeted ones,® sug-
gesting that targeting improves the relevance of these ads
to consumers. And to this day, online advertising remains
the main source of revenue for many websites and pub-
lishers, allowing them to offer high-quality and free content
and services to consumers.*

While targeted ads support online content and services that
consumers enjoy, behavioral targeting elicits privacy con-

2 PETs can broadly be defined as technologies that “permit the collection, processing, analysis, and sharing of information, while protect-
ing the confidentiality of personal data.” See Emerging privacy-enhancing technologies: Current regulatory and policy approaches, OECD
Digital Economy Papers (March 8, 2023), https://www.oecd.org/publications/emerging-privacy-enhancing-technologies-bf121be4-en.htm.

3 See, e.g. Avi Goldfarb & Catherine E. Tucker, Privacy Regulation and Online Advertising, Management Science 57(1), 57-71 (2011); Paul
R. Hoban & Randolph E. Bucklin, Effects of Internet Display Advertising in the Purchase Funnel: Model-Based Insights from a Randomized
Field Experiment, Journal of Marketing Research 52(3), 375-393 (2015); Nils Wernerfelt, Anna Tuchman, Bradley Shapiro & Robert Moakler,
Estimating the Value of Offsite Tracking Data to Advertisers: Evidence from Meta, forthcoming in Marketing Science.

4 Benjamin Shiller, Joel Waldfogel & Johnny Ryan, The Effect of Ad Blocking on Website Traffic and Quality, The RAND Journal of Econom-

ics 49(1), 43-63 (2018).
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cerns.® In response to these and other similar concerns, pri-
vacy regulation has become more stringent with the introduc-
tion of laws, such as the General Data Protection Regulation
(“GDPR”) in the European Union or the California Consumer
Privacy Act (“CCPA™), which seek to give users more control
over their data and require firms to give users the right to
opt-out from sharing their personal information. Recognizing
consumer apprehension to data sharing, in the last few years,
private companies have also launched initiatives to limit data
collection and behavioral tracking and give consumers more
control over their data. For example, in 2021, Apple adopted
App Tracking Transparency, a framework that requires iOS
apps to request permission from users before tracking their
activity across other companies’ apps or websites or sharing
data with data brokers.® Web browsers such as Firefox and
Safari have taken measures to stop third parties from track-
ing users’ activity across websites by disabling third-party
cookies as part of their standard settings.”

Against this backdrop, firms have also begun implement-
ing or developing PETs to maintain the efficacy of advertis-
ing while addressing privacy concerns. Some of the most
prominent examples of PETs are being developed under
Google’s Privacy Sandbox, an initiative that aims to reduce
cross-site tracking while allowing publishers and develop-
ers to serve relevant content and ads.® Within the Sand-
box toolkit, Google proposed two technologies that would
directly impact how behavioral data used to target online
ads is collected, processed, and shared: “Topics” and “Pro-
tected Audience.”®

The “Topics” technology allows web browsers to infer
interest-based categories associated with the websites a
consumer Vvisits. For example, the browser would match

a sports website with the topic “Sports.” This matching
process occurs on the consumer’s device without shar-
ing information about the specific website visited with third
parties, as it is currently done, for example, by third-party
cookies. The most frequent topics associated with the web-
sites visited by the consumer would then be shared with
advertisers to help them show ads relevant to these topics
on the websites the consumer visits.©

“t this backdrop, firms have also begun

implementing or developing PETs to maintain
the efficacy of advertising while addressing pri-
vacy concerns”

The “Protected Audience” technology uses a consumer’s
activity to assign them to audiences that advertisers have
defined for ad targeting purposes. For example, a bike
maker may have defined an audience of “mountain bike
enthusiasts” for consumers that have browsed mountain
bikes on its website.!" The “Protected Audience” technol-
ogy allows the bike maker to show ads about mountain
bikes to members of this audience when they visit a dif-
ferent website, say a sports magazine’s site. Unlike cur-
rent practices, the process that leads to the display of the
bike maker’s ad on the sports magazine’s webpage occurs

5 For example, according to a 2019 Pew Research survey, 79 percent of Americans were concerned about how their data is collected and used by
companies. This figure rose to 81 percent in a similar survey conducted in 2023. Additionally, according to the 2019 survey, 81 percent of Americans
thought the risks of data collection outweigh the benefits. Brooke Auxier et al., Americans and Privacy: Concerned, Confused and Feeling Lack
of Control Over Their Personal Information, Pew Research Center (November 15, 2019), https://www.pewresearch.org/internet/2019/11/15/amer-
icans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/; Colleen McClain et al., How Americans View
Data Privacy, Pew Research Center (October 18, 2023), https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-privacy/.

6 Kinshuk Jerath, Mobile Advertising and the Impact of Apple’s App Tracking Transparency Policy (April 26, 2022), https://www.apple.com/
privacy/docs/Mobile_Advertising_and_the_Impact_of_Apples_App_Tracking_Transparency_Policy_April_2022.pdf.

7 Marissa Wood, Today’s Firefox Blocks Third-Party Tracking Cookies and Cryptomining by Default, Firefox (September 3, 2019), https://
blog.mozilla.org/en/products/firefox/todays-firefox-blocks-third-party-tracking-cookies-and-cryptomining-by-default/; Nick Statt, Ap-
ple Updates Safari’s Anti-Tracking Tech with Full Third-Party Cookie Blocking, The Verge (March 24, 2020), https://www.theverge.
com/2020/3/24/21192830/apple-safari-intelligent-tracking-privacy-full-third-party-cookie-blocking; John Wilander, Full Third-Party Cookie
Blocking and More, WebKit (March 24, 2020), https://webkit.org/blog/10218/full-third-party-cookie-blocking-and-more/.

8 Google, as well, had seriously considered disabling third-party cookies from the Chrome browser. However, it recently decided to keep
them as it continues to develop its Privacy Sandbox initiatives. See Protecting Your Privacy Online, Google Privacy Sandbox, https://priva-
cysandbox.com/; Prepare for the third-party cookie phaseout, Google Privacy Sandbox (March 13, 2024), https://developers.google.com/
privacy-sandbox/3pcd/prepare/prepare-for-phaseout; Anthony Chavez, A New Path for Privacy Sandbox on the Web, The Privacy Sandbox
(July 22, 2024), https://privacysandbox.com/news/privacy-sandbox-update/.

9 Technology for a more private internet, Google Privacy Sandbox, https://privacysandbox.com/learning-hub/.
10 Topics, The Privacy Sandbox, https://privacysandbox.com/proposals/topics/.

11 Protected Audience API overview, Privacy Sandbox (January 27, 2022), https://developers.google.com/privacy-sandbox/relevance/
protected-audience.
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on the consumer’s device.' Thus, while “Protected Audi-
ence” allows for more fine-grained targeting than “Topics,”
a key common feature of both these targeting technolo-
gies is that they keep the consumer’s information on the
consumer’s device without sharing their browsing histo-
ries with third parties.

While PETs ultimately aim to benefit consumers by improv-
ing privacy protections, little is known about consumers’
perceptions of PETs’ ability to address privacy concerns. In
fact, a lot of the discussion about PETs has been devoted
to technical aspects and details related to data collection
and usage by firms that PETs permit.”® However, because
digital advertising relies on consumer-facing technologies,
it is important to understand whether and how these tech-
nologies can successfully address consumers’ needs and
wants. Understanding consumers’ perceptions is also
important for policy-makers if their goal is to ensure that
privacy regulations adequately address consumers’ con-
cerns.

03

NEW EVIDENCE ON
CONSUMER PERCEPTIONS OF
PRIVACY VIOLATIONS

In order to evaluate privacy violations that consumers may
perceive in relation to behavioral tracking and PETs, it is

important to understand the two types of value consumers
place on privacy. The first is the intrinsic value of privacy,
which refers to the disutility consumers may experience
when their information is shared, regardless of how their
information is used (even if not used at all). The second
is the instrumental value of privacy, which refers to the
disutility consumers experience if they dislike how their in-
formation is used (e.g. internet browsing information may
allow firms to price discriminate, leading certain consum-
ers to be charged higher prices). Instrumental value can
also refer to the positive utility that consumers experience
if, instead, they like how the information is used (e.g. vid-
eo-content recommendations based on viewing history).
While PETs may work to address the intrinsic value of pri-
vacy (e.g. by stopping consumer data from leaving their
local device), they may not address the instrumental value
if consumers find that companies can effectively use their
data for profiling and targeting even if it was processed
locally.

A recent study by Professors Kinshuk Jerath and Klaus
Miller provides experimental evidence about consumers’
perceptions of privacy violations through the lens of the
dual privacy framework.'® In their study, the authors pres-
ent experimental subjects with different scenarios regard-
ing data sharing and targeted advertising and ask them to
rate the extent to which they perceive their privacy to be
violated.

The authors consider a spectrum of scenarios that vary
the level of intrinsic and instrumental values consumers
are likely to experience, ranging from a behavioral target-
ing scenario (akin to the current practice in which consum-
ers are targeted at the individual level and data leaves their
devices), to a contextual targeting scenario (in which ads
are targeted based on the content of the website the con-

12 When a consumer visits the sports magazine webpage, an auction is run to determine what ad to show to the consumer. Membership
in the “mountain bike enthusiasts” audience can be one of the parameters used in the auction to select the most relevant ad. The main
difference from current practice is that information about audience membership is stored on the consumer’s device and the auction itself,
as well, is run on the device. See Protected Audience API overview, Privacy Sandbox (January 27, 2022), https://developers.google.com/
privacy-sandbox/relevance/protected-audience.

138 Recent academic research on PETs has examined their implication for research, studied their potential impact on advertisers and pub-
lishers, and documented the adoption of Privacy Sandbox technologies over time, but has not investigated consumers’ perceptions. Policy
discussions of PETs have also not examined consumers’ perceptions. For example, in a report on PETs, the OECD discussed the potential of
PETs to give consumers more control and protection over their data but did not address consumers’ perceptions or expectations regarding
PETs. Similarly, in a recent request for information, the U.S. Office of Science and Technology Policy stated that PETs present “a key oppor-
tunity to harness the power of data and data analysis techniques in a secure, privacy-protecting manner,” but did not mention how consum-
ers may respond to or perceive them. The FTC also recently highlighted the possibility for firms to make false or misleading representations
regarding PETs but made no reference to consumers’ attitudes. See Garrett A. Johnson, Julian Runge & Eric B. Seufert, Privacy-Centric
Digital Advertising: Implications for Research, Customer Needs and Solutions 9(1), 49-54 (2022); Miguel Alcobendas, Shunto Kobayashi,
Ke Shi & Matthew Shum, The Impact of Privacy Protection on Online Advertising Markets (Working Paper, 2023); Garrett A. Johnson &
Nico Neumann, The Advent of Privacy-Centric Digital Advertising: Tracing Privacy-Enhancing Technology Adoption, (Manuscript, March 21,
2024); Emerging privacy-enhancing technologies: Current regulatory and policy approaches, OECD Digital Economy Papers (March 8, 2023);
Request for Information on Advancing Privacy-Enhancing Technologies, Science and Technology Policy Office (June 9, 2022); Keeping Your
Privacy Enhancing Technology (PET) Promises, Federal Trade Commission (February 1, 2024).

14 Standard marketing practice suggests that firms must understand how consumers “think, feel, and act.” See Philip Kotler & Kevin Keller,
Marketing Management, 15™ Edition, Pearson (2016), p. 179.

15 Kinshuk Jerath & Klaus Miller, Consumers’ Perceived Privacy Violations in Online Advertising (Working Paper, 2024).
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sumer visits and nothing else), and a hypothetical scenario
with no advertising and no targeting. Within this spectrum,
the authors also consider two scenarios related to PETSs,
in which consumers’ data does not leave their devices. In
the first, consumers are targeted with ads at a group level
based on interests (akin to Google’s “Topics” technology
discussed above), and in the second, they are targeted at
the individual level (akin to Google’s “Protected Audience”
technology discussed above).

The authors find that consumers exhibit a small decrease
in their perceived privacy violations under the PETs sce-
narios compared to the behavioral targeting scenario.
More substantial declines in perceived privacy violations
are observed for the contextual targeting scenario, both
relative to the behavioral targeting scenario and the two
PET scenarios. Additionally, the authors find that con-
sumers only mildly prefer no ads to contextually targeted
ads.

These findings suggest that privacy perceptions about user
tracking and online advertising are affected less by the con-
trol users are given over whether/how the data is shared
(does it leave the device?), and more by the expectations
on how the data is used (is the data used to target ads ef-
fectively based on behavior?). This implies that while PETs
may address concerns related to the intrinsic value of pri-
vacy, they may not fully address concerns pertaining to the
instrumental value of privacy, and the latter may be large in
magnitude.

In interpreting Jerath’s and Miller’s experimental findings, it is
important to note that, in practice, consumers face a tradeoff
between maintaining their information private and obtaining
instrumental benefits from sharing that information. While
Jerath’s and Miller’s study focuses on consumers’ percep-
tions, these may be different from what might be inferred
from revealed preference studies, i.e. analyses of consumer
choices in the real world. For instance, it is well known that

consumers say that they value privacy highly but then give
up their data relatively easily in exchange for a small ben-
efit.’”® This fact, known as the “privacy paradox,” may then
be resolved by recognizing that instrumental benefits of data
sharing may actually outweigh the intrinsic disutility and in-
strumental costs associated with it."”” In other words, while
consumers may perceive their privacy to be violated when
surveyed, in practice, they may perceive the instrumental
benefits they receive sufficient to justify sharing their infor-
mation.

In the case of behavioral advertising (or other types of well-
targeted advertising), these instrumental benefits include:
(i) seeing advertisements for more relevant products and (i)
being able to access free content and services on websites
or applications funded by advertising revenue. Academic
research shows that ads produce higher revenue and bet-
ter consumer responses when they can rely on third-party
cookies that track users across sites. For example, Gold-
farb and Tucker (2011) found that privacy laws that limited
targeted advertising reduced user purchase intent by 65
percent.’® More recent research has found that publisher
revenue would substantially decrease if third-party cookies
were banned. For example, Alcobendas et al. (2021) find
that publisher revenue would decline by 54 percent,'® and a
2019 study by Google found that publisher revenue would
decline by 52 percent.?® Lower revenue may reflect a re-
duced salience of the ads for consumers. In turn, lower rev-
enue may adversely affect the quality and quantity of free
content that publishers and app developers make available
to consumers online.?’

16 Patricia Norberg, Daniel Horne & David Horne, The Privacy Paradox: Personal Information Disclosure Intentions versus Behaviors, Jour-
nal of Consumer Affairs 4(1), 100-126 (2007); Susan Athey, Christian Catalini & Catherine Tucker, The Digital Privacy Paradox: Small Money,
Small Costs, Small Talk (NBER, Working Paper No. 23488, 2017).

17 For example, a recent study finds a positive relationship between consumers’ preference for privacy and the amount of information
sharing they engage in. This finding suggests that even for the most privacy-sensitive consumers, the instrumental benefits of sharing infor-
mation may outweigh the intrinsic and instrumental costs. See Long Chen, Yadong Huang, Shumiao Ouyang & Wei Xiong, Data Privacy and
Digital Demand (Working Paper, 2024).

18 Avi Goldfarb & Catherine E. Tucker, Privacy Regulation and Online Advertising, Management Science 57(1), 57-71 (2011).

19 Miguel Alcobendas, Shunto Kobayashi, Ke Shi & Matthew Shum, The Impact of Privacy Protection on Online Advertising Markets (Work-
ing Paper, 2023).

20 Relatedly, the UK CMA replicated Google’s results in a report published in 2020 using only UK users and found a decrease in publisher
revenue as high as 70 percent. Deepak Ravichandran & Nitish Korula, Effect of Disabling Third-Party Cookies on Publisher Revenue, Google,
2019; Competition and Markets Authority, Online Platforms and Digital Advertising: Market Study Final Report, 2020.

21 Benjamin Shiller, Joel Waldfogel & Johnny Ryan, The Effect of Ad Blocking on Website Traffic and Quality, The RAND Journal of Eco-
nomics 49(1), 43-63 (2018); Tobias Kircher & Jens Foerderer, Ban Targeted Advertising? An Empirical Investigation of the Consequences
for App Development, Management Science 70(2), 1070-1092 (2023); Garrett A. Johnson, Tesary Lin, James C. Cooper & Liang Zhong,
COPPAcalypse? The YouTube Settlement’s Impact on Kids Content (Working Paper, 2024).
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CONCLUSION

The findings of Jerath and Miller indicate that, as far as priva-
cy perceptions are concerned, consumers care more about
the outcome of targeted advertising rather than the process
of how it comes about. This suggests that it may be helpful
for firms to adopt a more consumer-centric approach that
addresses concerns over how information is used rather
than rely solely on the technical particulars of how informa-
tion is processed. Further, realizing that, in practice, con-
sumers face a tradeoff between keeping information private
and obtaining instrumental benefits of sharing that informa-
tion, firms may also want to take measures to educate con-
sumers on privacy-enhancing technologies and initiatives
being developed. In addition, firms may want to take steps
to directly address consumers’ perceptions about both the
process of online advertising as well as its outcomes. Con-
sumer education on privacy-enhancing initiatives may thus
be useful in bridging the gap between technical definitions
of privacy and consumers’ perceptions.

Current regulatory initiatives focus primarily on the intrinsic
aspects of privacy (control, collection, and data security). The
findings of Jerath and Miller show that instrumental aspects
of privacy (how the data are used for targeting, such as mak-
ing inferences from it) also deserve importance in designing
policy. Directions from policy-makers may prompt develop-
ers of future PETs to address instrumental concerns about
privacy that current proposals do not seem to alleviate. l
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Legal and Economic Analysis
of Personal Data
Collective Actions in the UK

Related

by Peter Dauvis, Louise Freeman, Samid Hussain and Kate Scott'

Introduction

Businesses store and process vast amounts of personal
data. When management of that data allegedly goes
wrong, litigation can follow. Recently, a number of sig-
nificant collective actions related to data have surfaced
in the UK, including those involving Google?®,
YouTube®, Marriott!, Morrisons Supermarkets’,
British Airways® and easyJet’.

Data related collective actions can generally be di-
vided into two broad categories: (i) “unauthorized use
of personal data” cases, where the firm controlling
personal data allegedly uses it in an unauthorized
manner; and (ii) “unauthorized access to personal
data” cases where a third party (e.g. hackers) im-
properly accesses private data for malicious reasons.
This article discusses some of the key legal and eco-
nomic issues that arise in matters involving the unau-
thorized use of, or unauthorised access to, personal
data in the UK®

Data protection laws in the UK

“Personal data” can refer to diverse information
types. The EU’s General Data Protection Regulation
(GDPR), which was implemented in the UK and sup-
plemented by the UK Data Protection Act of 2018
(DPA 2018),” classifies personal data as any informa-

tion relating to an identifiable individual. Examples
of personal data include names, email addresses, fi-
nancial information, health data, biometric and ge-
netic data, data revealing racial or ethnic origin, and
data about criminal convictions or offences. The form
of personal data can vary and may include private
photographs or videos.

Inter alia, the GDPR requires that “personal data must
be collected for one or more specified and legitimate
purposes”'’, and that it “must be processed lawfully,
fairly, [and] in a transparent manner”"'. The GDPR
also requires firms to store personal data for “no
longer than necessary”'?, and to take “appropriate
technical and organisational measures against unau-
thorised or unlawful processing of personal data and
against accidental loss or destruction of, and damage
to, personal data, to ensure a level of security appro-
priate to the risk”".

When a firm does not meet its GDPR obligations, the
GDPR provides the aggrieved person(s) the right to
compensation for both “material” and “non-material”
harm, including distress,'* unless the controller or
processor “proves that it is not in any way responsible
for the event giving rise to the damage”". In each
case, damages as a matter of English law are designed
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to put claimants in the same position they would have
been had the breach not occurred. The GDPR notes,
in its recitals, that "a personal data breach may ... result in
physical, material or non-material damage to natural per-
sons such as loss of control over their personal data or limi-
lation of their rights, discrimination, wdentity theft or fraud,
[financial loss, unauthorised reversal of pseudonymisation,
damage to reputation, loss of confidentiality of personal data
protected by professional secrecy or any other significant eco-
nomic or soctal disadvantage to the natural person con-
cerned.""® Thus the categories of damage are
potentially broad. A point being actively contested in
the English Courts is whether a data subject can claim
damages for "loss of control" of personal data, as we
discuss further below.

Means of bringing collective claims in the UK
There are two principal means of bringing collective
claims in personal data—related matters in the UK:

* A common route is a Group Litigation Order
(GLO), which is brought on an “opt in” basis, where
multiple claims give rise to “common or related is-
sues”. While there is a trial of common questions of
fact or law (e.g., whether there was a breach of rele-
vant legislation), the amount of damages is assessed
for each claimant. For example, the claimants have
used a GLO in British Airways.

* Alternatively, a Representative Action (RA) is
brought on an “opt out” basis. Historically, RAs have
been less common than GLOs since the representa-
tives and the represented class are required to have
the “same interest”, which is a more stringent test
than “common or related issues” for a GLO. How-
ever, recently the Court of Appeal (CoA) decision in
Lloyd v Google suggested that RAs may prove a feasi-
ble way to launch a claim despite the “same interest”
restriction. If the Supreme Court agrees with the
CoA, Lloyd v Google may encourage further RAs on
behalf of parties who have not necessarily suffered pe-
cuniary loss or distress, but who are (according to the
CoA) entitled to damages for “loss of control” over
their personal information. The claim is structured to
try to meet the “same interest” requirement by only
seeking damages that represent the “lowest common
denominator” of loss of control damages. Even so, the
“opt out” nature of RAs means that actions involving
substantial numbers of claimants are likely to result
in damages claims for very significant aggregate
amounts.

Beyond GLOs and RAs, other means of bringing col-
lective claims include multi-claimant litigation. Com-
panies may also propose their own remediation
programmes to compensate affected data subjects.
Looking ahead there may be an expanded role for
class actions because of the EU Collective Redress Di-
rective, albeit Brexit will mean that this will not di-
rectly impact the UK." In addition, the UK
government will need to decide whether to introduce
legislation to provide for class actions similar to those
currently available for competition matters.

Theories of harm in unauthorised use of, or access
to, personal data matters

While the specifics of each case will determine the pre-
cise nature of claims, experience suggests that claimants
in cases involving unauthorized use of personal data
may take the position that privacy has an “intrinsic
value” which is lost when personal data is misused or
used without consent.” Thus, claimants may assign eco-
nomic value to the integrity of private information, and
argue for a common measure of damage, regardless of
the nature of information at issue.

This view is consistent with the CoA’s ruling in Lloyd
v Google that there was economic value to a person’s
control over personal information and “loss of con-
trol” was therefore sufficient to attract damages.”' In
addition to appealing to the “intrinsic value” of pri-
vacy, claimants in unauthorized use of personal data
matters may also seek compensation for intangible
harms, such as distress and anxiety without the need
to first prove financial loss, as in Morrisons.*

While claimants may argue that privacy has intrinsic
value in unauthorised access to personal data cases as
well, US experience suggests they are also likely to
claim compensation for more tangible harm. Such
claims may include compensation for identity theft
monitoring and prevention costs, time spent and/or
loss of productivity to address the breach, future risk
of identity theft, diminished value of private data,
overpayment for service, and loss of access to account
funds or adverse credit effects.”

Valuing personal data and potential harm due to loss
or breach of privacy

The range for the quantum of damages awarded by
the Court in past UK data-related cases varies at least
from £10 to £18,000 per claimant.** Damages esti-
mates will necessarily vary significantly across cases
when the facts of the case determine the quantum.

In this section, after a brief description of the types of
methodologies that scholars have considered when
seeking to value personal data, we discuss the chal-
lenges in attaching a monetary value to personal data
and privacy.

Methodologies for valuing personal data and
potential harm due to loss or breach of privacy
Marketing and economics scholars have considered
several methodologies for quantifying the value of
personal data and any harm resulting from a loss or
breach of privacy. These methodologies, also used for
example in competition investigations, fall under two
broad categories:

* Stated Preference Methods such as contingent val-
uation and conjoint analysis ask survey respondents
questions in a manner that allows the investigator to
learn about their preferences about data privacy
and/or data breaches. To provide reliable results
using these methods requires the expert to take great
care when designing, implementing, and interpret-
ing the survey. Done poorly, stated preference meth-
ods can produce unreasonably large damages
estimates.
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* Revealed Preference Methods such as natural ex-
periments, event studies, and difference-in-differ-
ences analyses rely on real-world data that measures
actual behaviour following a “data event” rather than
consumers’ stated responses. For example, it may be
possible to measure changes in private browser usage
before and after the news about an infringement was
made public. Alternatively, one could assess whether
affected individuals took the time and effort to delete
the information on their user profiles after the dis-
closure. If they did not, then it may indicate that they
place little value on the data breach at issue. While re-
vealed preference methods can have advantages over
stated preference methods, they can also be suscepti-
ble to modelling choices, causality issues, and con-
founding factors, and do rely on assumptions.
Applying these methods in a litigation context there-
fore requires careful thought.

Once any harm resulting from a loss or breach of pri-
vacy has been estimated, it is also important to ac-
count for relevant benefits that may have accrued to
claimants from a company’s use of their data. For ex-
ample, empirical methods could be used to measure
whether consumers value online advertising that is
targeted to match their preferences. If such targeted
advertising provided a positive benefit to the
claimant, then the damages calculation — which aims
to put the claimant in the position it would have been
absent the breach — should reflect the damage from
the loss in privacy net of the benefits arising from the
breach.

Challenges inherent in attaching value to personal
data and privacy

There are several inherent challenges in valuing per-
sonal data and any loss of control of personal data.
Some of the key issues are discussed below.

The “Privacy Paradox”. A central challenge in quan-
tifying the value of privacy is the “Privacy Paradox”.
Specifically, consumers may behave as if they do not
value privacy but, when asked, they may state that
they attach a substantial value to it.* For instance,
consumers typically do not read terms and condi-
tions, and willingly give up a lot personal information
when interacting online, yet survey respondents often
claim that they attach significant value to at least cer-
tain types of personal data.*

Heterogeneity in individuals’ perceptions of
privacy. The literature on privacy finds that the per-
ception of privacy varies considerably across individ-
uals and across contexts.” Individuals differ
significantly in terms of their expectations regarding
whether their information is public or private, and
hence their concern for the privacy of their informa-
tion. For instance, a 2014 survey conducted by UK
Information Commissioner’s Office showed that
24 per cent of respondents considered their internet
browsing history to be “Not sensitive” while the rest
considered it “Sensitive” or “Extremely sensitive™.
In fact, even a given individual’s preference for pri-
vacy for the same information can vary by context. *

Such evidence sits uncomfortably with a notion there
is a unique, intrinsic value to privacy or harm due to
loss of control of privacy.

The value a firm derives from personal data does
not necessarily reflect the damage to claimants from
a loss of privacy or personal data. Any value a firm
derives from personal data will be affected by nu-
merous factors other than the data itself. For example,
it may reflect, in part, the value added from data ag-
gregation and processing using the firm’s proprietary
algorithms. Any approach that relies on the value of
the data to the firm would have to separate out the
contributions of the other (confounding) factors that
influence a firm’s valuation, revenues and profits.
Moreover, personal data may only be valuable to
firms to the extent that it is part of a large dataset. If
so, the value of an individual’s data may not be easily
inferred from the value the firm derives from an ag-
gregation of personal data. Finally, the fact that a firm
may benefit from private information does not pre-
clude benefits to users. For example, the information
collected may be used to provide better search results
and, if so, this benefit must also be quantified and ac-
counted for.

Establishing causality is not always straightforward.
Establishing that any loss was directly linked to a spe-
cific data breach is important when calculating dam-
ages in data breach matters. Given how common data
breach incidents are becoming,” it may not be
straightforward to determine whether a given
claimant was impacted by a given data breach (as op-
posed to a variety of other data breaches that may
have affected that same claimant). In addition, there
can be other confounding factors—for example,
some of the private information may be accessible
through means other than the data breach.

Markets where an individual’s personal data can
be priced legitimately do not ordinarily exist.
Evidently, where markets don't exist, there can be no
reliable “market price” for an individual’s data. While
personal data may be available for purchase on the
dark web, the price data available from such transac-
tions will reflect a valuation relevant for illicit activities
such as identity theft, and may therefore be very dif-
ferent from the value of that data for legitimate activ-
ities like targeting online ads. Thus, the price of stolen
data on the dark web may not reflect either an indi-
vidual claimant’s valuation or a “minimum” valuation
common to all claimants.

Conclusion

The right to compensation in the GDPR and the DPA
2018 have, by design, introduced a significant risk of
damages actions following allegations of unauthorised
use or access of personal data. The emerging but
nascent stage of such litigation in the UK means that
experience from other jurisdictions and practice
areas can provide significant insight into the likely
challenges and opportunities when responding to
such damages actions. As in all damages actions, the
legal framework, the facts, and the quality oflegal ad-
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vice and expert evidence will all affect the likelihood
of achieving a successful resolution to a dispute.
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Policymakers and regulators have enacted laws and regulations in response to growing
concerns about consumer privacy. This article reviews the economic literature on the
effects of data privacy regulation on consumers and firms. This review is based on a May
2024 panel presentation hosted by the ABA Antitrust Section’s Committee on Privacy and
Information Security; Vildan Altuglu of Cornerstone Research moderated a discussion with
Professor Avi Goldfarb of the University of Toronto and Professor Pinar Yildirim of the

University of Pennsylvania. '

Two key insights emerge from our review of the existing literature. First, data exchanges
between consumers and firms generate benefits and costs for both. Second, regulations
that limit the collection and use of data to protect consumer privacy involve tradeoffs
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between these costs and benefits, with consequences for competition and innovation.
Stronger data privacy is not free.

Economic Framework for Analyzing Digital Privacy

The economic literature on digital privacy has analyzed information flows and examined
the benefits and costs of such flows, as well as the economic impact of restrictions

imposed on those flows. 2 The potential benefits and costs of information flows affect
both consumers and firms. Digital technologies allow firms to collect and process

consumer data, which can be used to provide insights about consumers, offer customers
valuable products and services, develop sophisticated pricing strategies, or target

advertising more effectively. 3 Given these uses, flows of data - between consumers
and firms and among firms - have the potential to create value for consumers and firms

alike. However, consumers may prefer to restrict such flows because they have an
intrinsic distaste for the collection and use of personal information or because thev fear
that it may lead to worse economic outcomes for themselves (e.g., higher prices). 4

Firms also face costs to harness data flows. They need to develop adequate infrastructure
to collect, store, and analyze data, and devote resources to protect data from cyberattacks
and to comply with existing regulations. Accordingly, an economic understanding of
privacy needs to consider the benefits and costs associated with data flows and evaluate
the tradeoffs that arise from restricting these flows.

In addition to direct costs and benefits to consumers and firms, an economic
understanding of privacy needs to consider certain economic features that are peculiar to
data flows. Data sharing can cause spillovers to third parties, leading to both positive and
negative externalities. A positive externality could be innovation based on insights drawn

from new data. °> A negative externality could arise when one person shares data that
reveals information about others. © Solutions to externalities that rely on assigning
property rights are difficult to implement in practice in the digital domain. 7 In addition,

businesses that collect and analyze data may be subject to economies of scale and scope
that give rise to competitive concerns. 8

Empirical Evidence on Effects of Privacy Regulation

Multiple studies have evaluated the impacts of privacy regulations on firms and
consumers. A pioneering 2011 study by Avi Goldfarb and Catherine Tucker examined the

impact of the European Union (EU) ePrivacy Directive. 2 Implemented in 2004, this
directive imposed rules that limited the types of data advertisers could use to target ads
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in the EU. Using data on advertising campaigns inside and outside the EU, the study
showed a significant decrease in the effectiveness of banner ads - as measured by
changes in survey respondents’ stated purchase intentions - following the directive’s
implementation. These results suggest that the regulation functioned as intended: firms
likely used less data to target ads, which in turn made ads less effective. At the same time,
reduced advertising effectiveness may have resulted in less relevant ads for users and
may have hampered the growth of the online advertising industry in Europe relative to
the United States. 10

Additional evidence about the costs of privacy regulation has emerged from academic
research that examines the impact of the EU General Data Protection Regulation (GDPR).
Implemented in 2018, the GDPR is one of the most significant privacy regulations enacted
to date. Empirical studies of the effects of GDPR have documented outcomes that are
consistent with a reduction in data flows, accompanied by potentially adverse economic
outcomes. For example, using a multi-country consumer panel, Zhao et al. (2023) finds
that, post-GDPR, EU consumers expended greater effort in online searches - as measured
by total time spent, number of search terms, or number of sites and domains visited in a
given search session - without substantial changes in their purchasing behavior,
suggesting that the efficacy of consumers’ online searches had decreased. 11 Zhao et al.
(2023) also finds that, post-GDPR, EU consumers became more likely to visit and purchase

online from larger firms rather than smaller ones, suggesting that larger firms may have
benefitted from less effective searches while smaller firms may have been left at a

competitive disadvantage. 12 Goldberg et al. (2024) studies the effect of GDPR using

website analytics and documents reductions in e-commerce revenue, post GDPR, with
more pronounced effects for smaller firms. 13 Other studies looking at the effect of

GDPR on firms find reduced investment, 14 fewer new app launches, 1> and a softening

of competition in the online advertising market in favor of large incumbents. 1® Evidence

on direct consumer benefits from the increased privacy protections of GDPR has, so far,
proven to be more elusive, as these benefits are hard to evaluate empirically with the type

of data available to researchers. 17

Researchers have also analyzed regulatory changes in the United States, in particular the
2019 settlement of an enforcement action involving a large technology firm under the
federal Children’s Online Privacy Protection Act (COPPA), and the 2020 introduction of the
California Consumer Privacy Law (CCPA). The findings emerging from this literature, which
examines the economic consequences of these changes rather than direct privacy
benefits for consumers, are broadly consistent with what has been learned from the
experience of the GDPR. Privacy regulations can reduce the flow of data but can be

accompanied by lower innovation, 8 reduced consumer choice, and less
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personalization. 19 In addition, regulations can have differential effects on firms, with

gains in market shares for firms that are better equipped to face the new regulatory
environment. 20

Conclusion

Both economic theory and recent empirical studies of the effects of privacy regulations
point to a tradeoff between strengthening privacy protections and incurring costs in terms
of reduced competition, innovation, and consumer choice relating to digital products. The
findings from existing economic research can help policymakers understand these costs
and benefits better and help them with the complex balancing act between protecting
privacy and the potential drawbacks of restricting data flows. Future research can
illuminate these costs and benefits further and assess how they may change as
technological capabilities continue to improve (e.g., with the development of new privacy-
enhancing technologies) and as privacy regulations evolve.

The views expressed herein are solely those of the authors, who are responsible for
this content, and do not necessarily represent the views of Cornerstone Research.
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